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A TREND MICRO WHITE PAPER

Supervisory control and data acquisition (SCADA) control much of the world’s critical infrastructure — from power 
generation and distribution systems to water treatment plants, oil and gas refi neries, and more. They are also 
surprisingly vulnerable to even the most basic exploits and attacks. 

This white paper explores some of the specifi c security challenges facing SCADA systems in the constantly evolving 
threat landscape, taking a closer look at what makes them so vulnerable and the techniques most often used to attack 
them. It also presents best practices and guidelines for improving SCADA defenses — and concludes by explaining how 
Trend Micro’s TippingPoint Next Generation Intrusion Prevention System (NGIPS) can help protect against advanced 
threats and zero-day attacks. 

CONTENTS

Lessons (not) learned in SCADA security ..............................................................................................................................................3
Ignoring the warning signs ....................................................................................................................................................................3

Infrastructure built for a different era ...................................................................................................................................................4
Too vital to be replaced, too old to be secure .................................................................................................................................5
Human–machine interfaces: The weakest link ................................................................................................................................7

How attackers are hitting scada systems ..............................................................................................................................................8
Best practices for mitigating security RISKS ......................................................................................................................................10
How Trend Micro protects SCADA systems ..........................................................................................................................................12

Real-time threat prevention ..................................................................................................................................................................12
A collaborative approach to SCADA protection .............................................................................................................................14

The time to act is now ...................................................................................................................................................................................14



Page 3 of 14   |   Trend Micro White Paper 

Security challenges for ICS and SCADA systems

LESSONS (NOT) LEARNED IN SCADA SECURITY

Power generation and distribution systems. Manufacturing and production facilities. Water treatment plants. Oil 
and gas pipelines. They’re at the heart of all the core functions of our modern society — and behind the world’s 
critical infrastructure are supervisory control and data acquisition (SCADA) systems that monitor, operate and 
automate a variety of industrial processes.

But just because these systems are highly critical doesn’t make them highly secure. In recent years, SCADA 
systems have been shown to be extremely vulnerable to even the most basic attacks — and are becoming an 
increasingly popular target.

The true extent to which SCADA systems are exposed fi rst came to light in 2009, when the Stuxnet worm 
infected Iran’s Natanz nuclear facility. Exploiting four different zero-day vulnerabilities, the worm sabotaged 
the programmable logic controllers (PLCs) and forced the facility’s uranium centrifuges to spin out of control, 
destroying about 20 percent of them. Yet it took nearly a year for the infected machines to be discovered: Stuxnet 
had disabled the automated alarms and intercepted machine-to-machine communications to mask what was 
really happening. To the workers monitoring the centrifuges, everything appeared normal.

IGNORING THE WARNING SIGNS
The Stuxnet attack should have been a wake-up call for 
those who design and operate SCADA systems for critical 
infrastructure. It proved these systems can be hacked and 
machinery can be controlled remotely — and that attackers can 
cause real-world destruction with just a few lines of code. But 
nearly a decade later, SCADA systems remain just as or even 
more vulnerable than they were in 2009, with the potential 
consequences of an attack growing ever larger.

In the most recent high-profi le incident, 230,000 Ukrainians 
lost power in December 2015 when a hacker gained access 
to a program that controlled the circuit breakers at the 
Prykarpattyaoblenergo energy control center. The attacker 
also cut power to the control station itself, forcing employees to 
restore their own energy before they could even start working 
to get the grid back online. There were even denial-of-service 
attacks launched against the utility’s call centers, making it 
diffi cult for customers to report new outages.

The attack against Ukraine’s electricity grid is considered by 
many security experts to be the fi rst widespread coordinated 
attack against an industrial network. It certainly won’t be the last. 
And the next attack may not be as benign as a mere blackout. 

By gaining access to SCADA systems, criminals can gather information about a facility’s layout, critical thresholds 
or device settings, which they can then use in later attacks. They may choose to disrupt services — as in Ukraine 
— or trigger dangerous or even lethal situations, such as causing a meltdown at a nuclear plant or tampering with 
a city’s water supply. No organization should wait for the fi rst incident of that kind to take a serious look at the 
security of their critical infrastructure — starting by understanding why their SCADA systems are so vulnerable in 
the fi rst place.

SCADA systems in the crosshairs
Attacks against critical infrastructure 

are becoming more common:

2000 Sewage-processing plant attack 
(Australia)

2003 Nuclear plant disabled by 
Slammer worm (USA)

2008 Train derailment due to hacking 
(Poland)

2009 Centrifuges destroyed by 
Stuxnet worm (Iran)

2011 Ambulance dispatch service 
disrupted (New Zealand)

2013 Banking and broadcasting 
services disrupted (South 
Korea)

2015 Electricity grid taken offl ine 
(Ukraine)
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INFRASTRUCTURE BUILT FOR A DIFFERENT ERA

Cyber attacks have become increasingly sophisticated in recent years, with the threat landscape changing 
dramatically in terms of attack vector, virus payload and attacker motivation. The early amateur hackers and 
disgruntled employees conducting network/server downtime attacks have, for the most part, given way to more 
complex and targeted web application attacks, many of which are politically motivated or even state-sponsored. 

While most attackers are in it for the money — seeking to exfi ltrate sensitive fi nancial information, for example — 
those who target a nation’s critical infrastructure aren’t your typical hackers. They’re looking to achieve loftier 
goals like the destabilization of a region: causing panic among citizens and eroding public trust in the government. 
They may also be part of “hacktivist” groups that use online attacks as a form of protest against well-known 
corporate or government entities. 

That said, the emergence of ransomware does provide, for the fi rst time ever, a clear path to monetize an attack 
against a SCADA system, with the attacker threatening to disrupt services or sabotage facilities if their ransom 
demands are not met. 
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Figure 1:  The evolving threat landscape
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TOO VITAL TO BE REPLACED, TOO OLD TO BE SECURE
While the average enterprise server or workstation can be patched to protect against the latest threats, that’s not 
the case for the majority of SCADA systems.

Most of them are decades old and were never intended to access public-facing networks, meaning information 
security was not something that needed to be considered in their design. From software development to server 
deployment, if security has been added to SCADA systems at all, it has been as an afterthought. 

Because it is so important to our day-to-day lives, the critical infrastructure built decades ago is still in use today. 
But the IT environment in which it operates has changed considerably. To bring new productivity-boosting 
capabilities to the production fl oor, SCADA systems have transitioned from isolated networks to being deeply 
interconnected with modern wireless systems and Internet of Things (IoT) devices. They’re directly integrated 
into the corporate IT systems housing network and asset management, procurement, billing and operations 
management applications. They may even be connected to the cloud. As a result, systems that could previously be 
accessed only from a single terminal can now be accessed remotely via the Internet — and are exposed to a whole 
new world of risk. 

Today an attacker could easily perform Shodan searches to fi nd embedded systems that are exposed to the web, 
then distribute their fi ndings (including IP addresses and other identifi able information on SCADA devices) to sites 
like Pastebin for anybody to see and use as they see fi t.
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Figure 2:  Hybrid SCADA architecture
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This “hybrid” SCADA architecture brings with it a number of specifi c security challenges, many of which are 
carryovers from a time when these systems were securely segregated: 

•   Growing attack surface: Unsecured wireless access points are constantly being used by employees’ and 
contractors’ personal devices. Operators are running custom apps to control power settings and send sensitive 
diagnostic data over the 4G network. While these capabilities may boost productivity, they also increase the 
exposure to attack.

•   Network visibility: The growing attack surface also makes it diffi cult for operators to get total visibility into their 
networks: they can no longer keep track of which devices are connected, which ones are talking to each other or 
why they’re connected to the Internet. 

•   Multiple vendors, multiple protocols: Most hybrid SCADA environments involve equipment from multiple 
vendors, each running a different set of proprietary applications and protocols. Getting them all to talk to each 
other is diffi cult enough; making those connections secure is an even bigger challenge. 

•   Authentication/encryption: The two most common SCADA protocols (Modbus and DNP3) send traffi c in clear 
text without requiring any authentication — meaning there is no “trust checking” when parties communicate 
through them. If part of a SCADA architecture is hosted on a public cloud that uses those protocols, an attacker 
can easily spoof not only IP addresses but also usernames and traffi c to get access to sensitive data. Similarly, 
these protocols do not inherently support any type of encryption, opening traffi c to man-in-the-middle attacks 
and traffi c sniffi ng, with attackers able to see and redirect data in transit.

•   Unsupported operating systems: Many SCADA systems run older operating systems no longer supported by 
their vendors, leaving them particularly vulnerable to exploitation. Even if these systems can be patched, many 
IT administrators are reluctant to take their SCADA networks offl ine to do so because the machinery they 
control cannot be disrupted in any way. A mentality of “If it ain’t broke, don’t fi x it” prevails, with security coming 
a distant second to operational performance.

•   Inadequate cybersecurity policies: Most SCADA operators do not have audit, diagnostic or forensic capabilities 
to detect and respond to attacks. Many attacks actually remain undisclosed because engineers are unable to 
differentiate between a cyber attack and a hardware/software failure. If a device stops functioning, they simply 
replace it and carry on as usual without investigating the reason for the malfunction.

•   Lack of responsibility: The SCADA security defi cit often stems from the fact that no single entity is responsible 
for protecting the network. The owners of a SCADA system typically outsource integration and operation to 
third-party contractors whose mandate rarely involves security management. System integrators, meanwhile, 
usually have no links to the developers who created the hardware or software in the fi rst place.
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HUMAN–MACHINE INTERFACES: THE WEAKEST LINK

While SCADA systems can be infi ltrated through various means, the software vulnerabilities prevalent in human–
machine interfaces (HMIs) often represent the primary attack target. An HMI provides a customizable visualization 
about the current state of a SCADA system, serving as a central hub through which a human operator can enter 
commands to monitor and respond to the data presented. The operator essentially manages and controls the 
SCADA system through the HMI, often with weak or no authentication required. If an attacker can compromise the 
HMI, nearly anything can be done to the infrastructure itself, from harvesting information about critical systems to 
disabling alarms and disrupting operations.

As the HMI typically sits on top of a Windows-based operating system installed at a network-enabled location, it is 
plagued by classic Windows vulnerabilities like buffer overfl ows and credential-management issues. HMIs can also 
be affected by traditional server-side vulnerabilities. For example, if an HMI runs on a Windows Server 2003, an 
attacker could locate unpatched vulnerabilities to exploit and gain access to the HMI. 

Despite the obvious risks, SCADA system vendors tend to focus more on the functionality of the industrial 
equipment itself and less on securing the software designed to control it. The lack of global standards for HMI 
software further exacerbates these security challenges. 

The risks of SCADA in the cloud

Migrating SCADA devices to the cloud can solve critical issues related to uptime and redundancy in industrial 
environments. In general, there are two cloud deployment options for SCADA: both the SCADA applications 
and control network are located on-premises but the upstream processing happens in the cloud; or the SCADA 
applications are hosted entirely in the cloud and send instructions back to a control device located inside the 
corporate network. 

In the fi rst case, data is offl oaded to the cloud for processing and storage — data that could include confi dential 
or sensitive information about critical infrastructure. In the second case, the real-time data being pushed 
downstream to the on-site controllers could be sniffed, spoofed, denied or modifi ed by an attacker. In addition, 
commands being pushed from the cloud may bypass security devices like fi rewalls, giving attackers a potential 
foothold in the network. 

In either scenario, ownership of the data is shifted into the hands of the cloud service provider — raising the 
possibility of unknown connections and interactions with that data. 
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HOW ATTACKERS ARE HITTING SCADA SYSTEMS

Although the stakes may be dramatically higher, the average SCADA attack isn’t all that different from those faced 
by organizations in other sectors. 

SCADA attackers generally engage in many of the same steps taken by more “traditional” targeted attackers. 
They perform reconnaissance on their target IP addresses and on the netblock where the devices are hosted, a 
process that typically involves port scanning of surrounding subnets. They also “fi ngerprint” devices to ascertain 
their operating systems and other identifi able information, then identify specifi c system vulnerabilities that can be 
exploited.

Based on Trend Micro research using a honeypot that emulated a typical SCADA deployment, attacks typically fall 
under one of two overarching categories:  

• Unauthorized information access and disclosure attempts (e.g., statistics and diagnostics information)

• Unauthorized system modifi cation attempts (e.g., changing diagnostics data, changing the CPU fan speed on a 
water pump)

There are many different paths to achieving these goals. When looking specifi cally at attacks targeting HMIs, 
research conducted throughout 2015 and 2016 by Trend Micro found the majority of the SCADA vulnerabilities 
being exploited by attackers can be classifi ed into the following categories: 

•   Lack of authentication/authorization: The simplest type of vulnerability to exploit, these weaknesses are based 
on a lack of appropriate cryptography within the SCADA system. This includes using insecure default settings, 
sending sensitive information via clear-text transmission instead of industry-standard encryption, and the use of 
unsafe ActiveX controls that have been inadvertently marked as “safe” for scripting. 

One misconfi guration often seen in HMIs occurs when companies decide to create their own access control lists and 
top-level directories rather than use the default Windows Program Files directory. By default, these custom top-
level directories are world-writable and include the SCADA service binaries, meaning any local user can drop new 
binaries into the directory that will then execute as system services.

•   Credential management: The vulnerabilities in the category represent cases such as using passwords that are 
hard-coded into the system itself (i.e., a default password for all systems of that type that may not even be known 
to end users but can be discovered by an attacker), storing passwords in a recoverable format (e.g., clear text) and 
insuffi ciently protecting log-in credentials.

•   Code injection: Here, attackers insert their own piece of code into any normal request to be handled by the 
SCADA system — for example, to display system status information. As the request is fulfi lled, the attacker’s code 
executes at the same time. The Stuxnet attack relied heavily on code injection to give false readings to operators 
requesting information on the status of the facility’s centrifuges. 

While common injection types such as SQL, command, operating system and code injections are typical, there are 
also domain-specifi c injections that pose a risk to SCADA systems. For example, Cogent DataHub uses a proprietary 
scripting language called Gamma for its HMI solutions that has been proven to be particularly prone to injection.
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•   Memory corruption: The most complex vulnerability type of the four reviewed by the ZDI team, the 
weaknesses in this category represent classic code security issues such as stack- and heap-based buffer 
overfl ows and out-of-bounds read/write vulnerabilities. Memory corruption may occur in HMIs when the 
contents of a memory location are unintentionally modifi ed due to errors somewhere in the code. When 
the corrupted memory contents are used later in that program, the program either crashes or executes 
code that was not intended to run. 

While they produce results similar to code injection, memory corruption exploits differ in execution in that 
they typically require the attacker to already be running code in the SCADA system. This often involves 
using code injection to put a malicious program into the system, then using a second code to trigger the 
memory corruption.

Figure 3. Breakdown of HMI vulnerabilities observed by the Zero Day Initiative

For security professionals, the most frustrating aspect is that all these vulnerabilities are preventable 
through the application of secure development practices. While desktop operating systems and applications 
have introduced mitigations to prevent attacks exploiting these vulnerabilities more than a decade ago, the 
SCADA world has yet to implement the same basic security measures and coding practices.
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BEST PRACTICES FOR MITIGATING SECURITY RISKS

Based on its extensive experience researching and mitigating the vulnerabilities affecting industrial control and 
SCADA systems around the world, Trend Micro recommends the following best practices and guidelines for 
improving the security of critical infrastructure: 

ISOLATE YOUR SYSTEM, THEN ACT LIKE IT ISN’T
First and foremost, SCADA systems should be isolated from rest of network and disconnected from the Internet 
wherever possible. Unless there’s a critical reason for the system to be connected to the outside world, it probably 
shouldn’t be. 

Even if the system is completely isolated, SCADA operators should act as though it isn’t — and assume that 
somebody will eventually fi nd a way inside. This means taking a more proactive approach to information security 
by conducting routine server maintenance, installing modern security technologies where protocols allow (e.g., 
intrusion prevention systems, real-time antivirus protection, fi rewalls), auditing for the use of banned APIs, 
ensuring patch management is up to date, and implementing a variety of other defense-in-depth measures to 
add protection. 

Patching may be the most vital part of this security routine. Operators should maintain a very aggressive patch 
schedule, keeping a close eye on their IT assets to ensure they’re not running any outdated or out-of-support 
software or operating systems. If they are, they need to have a solution in place to provide virtual patching to 
keep these elements protected without offi cial vendor support.

KNOW YOUR NETWORK
SCADA operators need to have a thorough understanding of their network entry points and attack surface. 
They should map out which systems are connected to the Internet and determine if critical points of entry are 
tightly controlled. Should there be a compromise, are controls in place to defend effectively against an attack? 
Finally, knowing what data resides in or traverses the SCADA network can help ensure important and confi dential 
information does not make its way out of the industrial control environment. 

One way to achieve this type of network visibility is to hire third-party experts to conduct penetration testing (or 
“red teaming”), which would reveal just easy it can be to break into their networks and drive awareness of the 
issues plaguing SCADA systems. Performing red teaming on a quarterly basis will help ensure vulnerabilities are 
identifi ed and patched in a timely fashion.  

TRAIN YOUR END USERS
Like most other types of targeted attacks, email and spear-phishing continue to be the most effective way of 
delivering malicious payloads into a SCADA system. This is because the end user is the weakest part of any 
network. The difference between secure and not secure could depend on how well the end users — those who 
have access to or are responsible for controlling the SCADA system — are trained in handling unknown email 
attachments. Users should be able to recognize phishing emails and signs of malware infection, understand the 
impact of a breach and know how to operate basic security tools.
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ADDITIONAL RECOMMENDATIONS AND GUIDELINES
In addition to the tips above, there are some very basic confi guration and architectural considerations that can 
help prevent remote access to and exploitation of SCADA systems:

•   Implement a USB and external media lockdown. A surprising number of SCADA attacks started from an infected 
USB drive, including Stuxnet. 

•   Require two-factor authentication for all systems and provide password policy and enforcement on all nodes 
(e.g., modems, devices, servers). Do not rely on default login credentials.

•   Disable remote protocols that are insecure (e.g., Telnet) as well any protocols that communicate inbound to the 
SCADA system but are not critical to business functionality. Use more secure protocols, such as Secure DNP3, 
wherever possible.

•  Utilize SSL/TLS protocols for all communications to web-based SCADA systems.  

•  Control access to the corporate network and SCADA systems (e.g., through a bastion host with access control 
lists), especially for employee and contractor devices.

•  Develop an application whitelist to ensure only approved applications are installed on the network.

•  Encrypt data at rest, especially in cases where data is stored off-site.  

Global standards

Many countries are developing and implementing standards to better secure their SCADA environments. The 
United States follows the security and risk-management guidelines of the National Institute of Standards and 
Technology (NIST), for example, while Japan adheres to the certifi cation-based programs of the International 
Society of Automation (ISA/IEC) to protect its robust automotive industry. 

The North American Electric Reliability Corporation (NERC) publishes reliability standards for the planning 
and operation of North America’s bulk power system, working to provide greater guidance on areas such as 
security management controls, electronic security perimeters, and incident reporting and response planning. 
In addition, the Institute of Electrical and Electronics Engineers (IEEE) has revised its secure authentication (SA) 
protocols related to the DNP3 standard, with the latest version boosting overall security for data information 
gathering, exchange and use in SCADA systems.
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• Protocol anomalies

• Unauthorized client/server communications

• Unauthorized client/server command execution

• Unauthorized activity to re-boot devices

• Changing the role of a device

• Unauthorized activity stopping applications

• Denial-of-service attacks

• Exploits targeting operating system vulnerabilities

• Ransomware

Flexible deployment options

The TippingPoint NGIPS is easy to set up and manage, with multiple deployment options to meet a variety 
of security needs. For perimeter protection, it can be deployed in front of or behind a router/fi rewall to 
immediately protect the network and applications from inbound threats, while deployment between network 
zones provides isolation and protects sensitive zones from internal attacks.

The solution can also scale to protect high-bandwidth systems, offering inspected throughout ranging from 
500 Mbps to 100 Gbps.

HOW TREND MICRO PROTECTS SCADA SYSTEMS

The best way to protect SCADA systems is by applying a defense-in-depth approach, which includes the use of 
common security tools such as intrusion prevention systems to block advanced threats and zero-day attacks that 
exploit software vulnerabilities.

Trend Micro’s TippingPoint® Next-Generation Intrusion Prevention System (NGIPS) can be deployed in SCADA 
systems to not only pre-emptively prevent targeted attacks but also to help analyze network traffi c and provide 
optimum visibility and control over SCADA users, applications and data.

REAL-TIME THREAT PREVENTION

Using a combination of technologies such as deep packet inspection and threat reputation, the TippingPoint 
NGIPS provides organizations with industrial control and SCADA systems with a proactive approach to security. It 
delivers real-time, in-line threat prevention for known, unknown and undisclosed vulnerabilities by leveraging the 
latest threat intelligence provided by Trend Micro’s DVLabs research organization. 

Through cutting-edge engineering, reverse engineering and analysis of the latest threats, DVLabs creates 
vulnerability fi lters that are automatically distributed to all NGIPS users through the Digital Vaccine® service. 
These fi lters cover an entire vulnerability to protect against all of its potential attack permutations, not just one 
specifi c exploit or protocol violation.

For SCADA systems, the TippingPoint NGIPS can effectively block a wide range of malicious behaviors and attack 
types, including:
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PROTECTING OUTDATED AND UNSUPPORTED SYSTEMS
SCADA systems running on legacy software may no longer be supported by their vendors, meaning they can’t be 
patched against the latest threats. In these instances, the TippingPoint NGIPS can deploy a virtual patch within the 
network (rather than on each individual node) to protect all downstream hosts from attack. By blocking attempts 
to exploit a particular software fl aw at the network level, a much broader range of applications and operating 
systems can be protected, including those no longer under support — even as far back as Windows 95.

ENSURING SUCCESSFUL NETWORK SEGMENTATION
Given that SCADA systems should be isolated from the rest of the network, network segmentation — where 
operators strictly control levels of access to sensitive information and critical systems across a network 
environment — may serve as an effective security blueprint in industrial environments. 

But as more and more devices make use of network resources, segmentation can be successful only if 
organizations are able to anticipate and limit the lateral movement and spread of security threats across all 
directions of traffi c within a highly distributed network infrastructure. The TippingPoint NGIPS provides pre-
emptive threat prevention by inspecting all inbound, outbound and lateral network traffi c to accurately identify 
and block known, unknown and undisclosed threats.

STOPPING UNDISCLOSED THREATS THROUGH THE ZERO DAY INITIATIVE
Trend Micro’s Zero Day Initiative (ZDI) runs the world’s largest vendor-agnostic “bug bounty” program in the 
world, rewarding independent security researchers for responsibly disclosing vulnerabilities. Through the ZDI, 
Trend Micro gains unique insights into the latest threats — and then works closely with software vendors to ensure 
faster, more timely patching of vulnerabilities.

Between the time an undisclosed threat is discovered and the vendor releases a patch to address it — a process 
that can takes several months — organizations remain at risk. That’s why DVLabs takes what has been learned 
by the ZDI team to quickly develop and distribute fi lters for the NGIPS, ensuring Trend Micro customers are 
protected well before the vendor’s patch is made available.

In 2016, the ZDI team found and sourced more zero-day exploits for SCADA systems than any other bug bounty 
program in the world, including well over 100 vulnerabilities in a single SCADA vendor’s products alone.
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A COLLABORATIVE APPROACH TO SCADA PROTECTION

Trend Micro’s Digital Vaccine fi lters provide comprehensive coverage for all the standard protocols used by 
SCADA systems: DNP3, ICS, Modbus and ICCP. But those aren’t the only protocols used by these systems, with 
many manufacturers relying heavily on their own proprietary protocols. As a result, no two SCADA networks are 
perfectly identical. 

To ensure organizations with SCADA systems receive comprehensive coverage that meets the needs of their 
specifi c operating environments, Trend Micro works closely with clients to gain an in-depth understanding of 
the devices and applications in use, the protocols with which they communicate, and how they are connected to 
each other and any public-facing networks. Custom fi lters can then be developed for that client’s unique SCADA 
environment — with granular user activity-blocking capabilities including blocking attempts to raise the change the 
temperature of a particular power reactor beyond a certain threshold.

THE TIME TO ACT IS NOW

As Stuxnet and Ukraine have demonstrated, attacks against industrial control and SCADA systems are a very real 
threat — and simply ignoring the issue won’t make it go away, especially with ransomware fi nally providing an easy 
way to monetize attacks against the world’s most critical infrastructure. 

Despite their vital importance to modern society, SCADA systems are shockingly vulnerable to even the most 
basic types of attacks. While browser-based vulnerabilities and command injections have been continuously 
exposed and hardened in the application and operating system space over the past decade, the SCADA security 
posture and coding practices have yet to catch up. 

With the threat landscape facing these highly vulnerable systems constantly changing at a rapid pace, it’s only 
a matter of time until a major attack takes place with devastating consequences — meaning the designers and 
operators of SCADA systems need to get serious now about implementing basic security controls for their critical 
infrastructure. 

A recognized leader in security Trend Micro is a:

• Recommended vendor for next-generation intrusion prevention systems (NSS Labs, 2016)

• Recommended vendor for breach detection systems for three consecutive years (NSS Labs, 2016)

• Leader in the 2017 Gartner Magic Quadrant for Intrusion Detection and Prevention Systems

• Leader in 2016 Forrester Wave for Advanced Malware Analysis
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